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Problem
SEVECOM WP1:

Identification of threats against the communication 
system, transferred data, and the vehicle itself
Identification of necessary security requirements

But
How to analyze security of a not well standardized 
and not perfectly well understood application 
domain?

How to analyze threats and attacks if protocols are not 
specified yet?
How to find out, what security mechanisms are necessary?
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Simple Use Cases Approach
Selection based only on intuition/experience

Might miss important scenarios/aspects
Might have multiple use cases that are too similar to 
be relevant

Open questions
On what detail level should a use case describe a 
scenario?

Application
Protocol
Attacks
Countermeasures

Idea: choose an approach where the creation 
and selection of use cases is embedded into a 
structured process
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Problems with existing approaches
Typical approaches (CC, CMU Octave, …) 
need a solid understanding of the system to 
be analyzed

First need to analyze the properties of the 
applications in question, before we are able to 
address security requirements and threats
Too many potential applications (> 50) to 
analyze them all in details

Need to select representative applications 
for detailed analysis



Threats and Security Requirements for VANETs 516. November 2006

SEVECOM Req. Eng. Process

1. Create Application List
2. App. Characteristics

Security Requirements
Cluster Analysis
Select Scenarios

6. Application Use Cases
7. Attack Use Cases
8. Identify Sec. Functions
9. Design Sec. Mech.
10. Analysis
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Identify
Security Func.
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Applications
Collected a list of >50 different VC applications

Safety-/Non-Safety Applications
Different categories like 

Authority assistance
Traffic assistance
Accident assistance
…

General Application Characteristics, e.g.
Safety Application
C2C vs. C2I
Addressing (Unicast, Broadcast, Geocast)
Single-Hop vs. Multi-Hop

Made an “educated guess” on what the applications will 
look like
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Step 3: Security Requirements

Authentication
Entity authentication
Geoauthentication (authenticate 
location of node)
Attribute Authentication
(e.g. IS_CAR property)

No Authorization
Implicit step after Authentication

Integrity
Confidentiality

Privacy
ID privacy
Location privacy
… with governmental access

Non-repudiation / Liability issues
Availability
Access-Control
Auditability
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Selection of Application
Identified 8 different clusters with relatively 
homogenous characteristics using statistical 
cluster-analysis
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Selection of Application
Identified 8 different clusters with relatively 
homogenous characteristics using statistical cluster-
analysis
Selected 10 different applications as representatives for 
clusters

SOS Services
Stolen Vehicles Tracking
Map Download/update
Intersection Collision Warning
Vehicle-based Road Condition Warning
Electronic License Plate
Road Surface Conditions to Traffic Operation Centre
Software Update/Flashing
Emergency Vehicle Signal Preemption
Work Zone Warning

Analysis showed that these match the C2C-CC 
application list very well
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Application Use Cases
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Attack Use Cases
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Security Functions

Find a list of 23 (abstract) security functions 
that are suited to address the found attacks
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Security Functions
Identification & Authentication Concepts

Identification
Authentication of sender
Authentication of receiver
Attribute authentication
Authentication of intermediate nodes

Privacy Concepts
Resolvable anonymity
Total anonymity
Location obfuscation
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Security Functions
Integrity Concepts

Integrity protection
Encryption
Detection of protocol violation
Consistency/context checking
Attestation of sensor data
Location verification
Tamper-resistant communication system
DRM
Replay protection
Jamming protection
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Security Functions
Access Control/Authorization Concepts

Access control
Closed user groups
Firewall/Checkpoint
Sandbox
Filtering (e.g. at intermediate nodes)
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Ongoing and Future Work
Ongoing work

Select/design suitable mechamisms like
Authentication protocols
CAs/TTPs for VANETs
Revocation mechanisms
Privacy mechanisms
…

Do not engineer one solution per scenario
Modular architecture (see second talk)
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Security Baseline
Problems

Will fancy academic mechanisms be accepted by 
industry?
Will every of our assumptions be fulfilled by real-
world system?

Probably NOT!
SEVECOM answer

Identify a baseline system based on established 
security concepts as a “recommended minimum”
Additionally, advanced mechanisms will augment the 
baseline system
Design a modular system where components can 
deliver (reduced) security also when some 
assumptions are not fulfilled (e.g. no PKI)
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Conclusion
Structured process that allows to

analyze characteristics of applications in a not completely 
specified domain
select representative applications to focus on details
find attacks and countermeasures

By that process, SEVECOM has analyzed 55 different 
applications, selected 10 representative applications, 
modeled 22 different attacks and identified 23 required 
security mechanisms for Secure Vehicle 
Communication
Find full details in SEVECOM Deliverable 1.1
Baseline system and modular approach copes with 
real-world problems


