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Dependability - QoS - Security 
• Availability/Accessibility and Reliability
• System failure criteria
• (Component) Fault models, e.g.

– E.g. link/route breakage
– Server crash (HW/SW)

• Methods include fault-tolerance and 
resilience

– Different types of redundancy
– Adaptive reconfiguration based on fault 

diagnosis
Quality of
Service

Dependability

Security

Malicious Faults (caused by 
successful attacks)

• Methods: mainly fault-prevention

Performance related 
faults, e.g. due to 
congestion

e.g. faults caused by 
flooding DoS attacks

For more complete taxonomy, see  Avizienis, Laprie, Randell, Landwehr: IEEE Trans. Dep. Computing, 2004.

Resource scarceness

Threats/attacks
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HIDENETS -- Overview
• Basic Data

– EU FP6 Specific Targeted Research Project (STREP)
– Duration: January 2006 – Dec. 2008  (3 years)
– Consortium: 9 partners from 8 European Countries
– Supported by Advisory Board: 6 members (two from C2C CC)

• Goal: Develop and analyze end-to-end resilience solutions
– for scalable distributed applications and mobility aware services
– in ubiquitous communication scenarios

• Use-case: car2car communication with server-based infrastructure
– assuming highly dynamic, unreliable communication infrastructures

• Planned results:
– architectural and design solutions, tools for development and analysis 
– for end-to-end system level resilience and dependability
– based on standard off-the-shelf components
– in wireless communication networks and infrastructures
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HIDENETS Scenarios

Ad hoc domain

S1

S2

request

Infrastructure domain

S3

response

request

response

• Challenges/properties of HIDENETS 
service provisioning
– Dynamically changing communication 

characteristics in ad-hoc domain and in 
connection to infra-structure services

– Off-the-shelf, standard systems and 
components in both domains

– Services with high dependability and 
scalability requirements

Selected use-cases of ad-hoc car-to-
car communication with connectivity 
to infra-structure services

Platooning
Assisted Transportation
Car Accident
Infotainment 

[and more, see Deliverable 1.1 on public web-page]
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IP coreIP core

Access network #1 
(e.g. UMTS)

Service provider 
#1

Service provider 
#1

Service provider 
#3

Service provider 
#3

Access network #3
(e.g. WLAN)Access network #2 

(e.g. GPRS)

Server Server

Server

Network Scenario
• Infrastructure Connectivity

– IP-based core with heterogeneous 
access: Cellular, WLAN, etc.

– Mobility (and QoS) support
– Resilience through 

• Path Redundancy/Multi-homing

• Infrastructure services
– Cluster-based architecture (SA 

Forum) and/or distributed 
redundancy (RSerPool)

• Ad-hoc domain
– Resilience via 

Communication 
Protocols (L2-4) and 
service middleware (see 
later)
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SA Forum: Cluster Architecture 

Carrier Grade OSCarrier Grade OS

Application Interface
Specification

Application Interface
Specification

Cluster Membership
Bookkeeping of nodes joining and leaving the cluster

Cluster Membership
Bookkeeping of nodes joining and leaving the cluster

Hardware Platform Hardware Platform 

Notification ServiceNotification Service

Consolidation of all
cluster provided and
platform derived
event information.

Checkpoint
Service

Checkpoint
Service

Replicating 
information between 

redundant nodes

Locking
Service

Locking
Service

Cluster-wide 
synchronization
services

Logging
Service

Logging
Service

Cluster Wide Event 
Logging subsystem

Messaging
Service

Messaging
Service

Cluster-wide 
messaging

Event
Service
Event

Service

Cluster-wide 
Event Notification

• Approach in HIDENETS
– Basis for infrastructure service solutions
– Reuse of interface specifications when possible also in ad-hoc domain
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Distributed 
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HIDENETS: preliminary Node Architecture 
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H
W

Applications

Network Interface Cards (COTS)

Network Drivers
Network / IP

UDPTCP

N
on-trusted part

Optimized Network Protocols 
(WP3)

Complex Non-Trusted Middleware Services (WP2)

Simple 
Trusted
Services

(WP2,WP3)

Trusted part

Resiliency HW
(GPS, Ctrl, …)

Car Accident Platooning Assisted 
TransportationReconfiguration

Replication

QoS Coverage

Diagnostic

Fault Tolerance
M

anager

Cooperative Data 
Backup

…

Violation 
D

etectors

Freshness

Timing

Trust & Cooperation

Authentication

R&SA Clock

Duration Measurements

HIDENETS: ‘wormhole’ approach
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HIDENETS: ‘wormhole’ communication

• Wormhole communication in ad-hoc domain
– Dedicated interfaces and frequency channels (if available)
– Less dynamic topologies, e.g. via increased transmission power [ requires small traffic 

volumes]
• … in infrastructure network

– Ideally also physically separated, but likely only logically in most cases
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Outlook

Structuring of Work
WP1

Use cases & Reference model

WP8
Management

WP7
Dissemination

L1: Physical layer

L2: MAC/LLC

L3: Network Layer: IP

L4: Transport: TCP, UDP, 
RTP/UDP

L5: Session Control: SIP, .

Middleware

Application

W
P4

Q
ua

nt
ita

tiv
e 

ev
al

ua
tio

n

W
P5

D
es

ig
n 

m
et

ho
do

lo
gi

es
 &

 T
es

tin
g

W
P2

R
es

ilie
nt

 
ar

ch
ite

ct
ur

e 
&

 m
id

dl
ew

ar
e

W
P3

R
es

ilie
nt

 
co

m
m

un
ic

at
io

n W
P6

E
xp

er
im

en
ta

l p
ro

to
ty

pe

Note: 

This slide-set contains work
in progress. 

Pls. refer to web-page
www.HIDENETS.aau.dk for 
latest status, including
technical deliverables
(updates of deliverables on
web-page in particular will
occur in Jan 07 and Jan 08!) 
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Questions?

http://www.hidenets.aau.dk/


