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GST and CVIS PRECI_SA

GST-Sec N\,
2004 — 2007 RESdnm

Trialog, BMW, Daimler, Renault, TU Munich, KU Leuven

= Outcome
Open system for telematics applications
Business security at stake

CVIS >
=cwis

2006 — 2010
Ertico, Trialog, Technolution, Ygomi, ....

= Outcome
Open system for cooperative systems
Business security at stake
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SeVeCom PRECI_SA
SeVeCom (Secure Vehicle Communication)
2006-2009

Trialog, Daimler, CRF, Bosch, U.Ulm, EPFL
Outcome: protect the pipe in V2V/V2I

Authentication
= Elliptic Curve — EC-DSA
Anonymity of communication
= Pseudonyms
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SeVeCom

Demonstration at the European commission booth
ICT results

' Q ICT Results - On the road...

C | 9¢ http://cordis.europa.eu/ictresults/index.cfm?section=news&tpl=article&BrowsingType =Features&ID=00862 » 0O~ F-

£/ CORDIS / ICTweb / ICT Results / News & Features / Features Important Legal Notice & Accessibility Statement

CT Results Results that lead the way (2

CORDIS

_Releyant ICT Links Em_ —y — . ——

ICT Results Features @ Print friendly — [E4] Send this feature ) Send Feedback Advanced search

R i On the road to secure car-to-car communications

| »

Search Features

@ Search by Category

e-Bulletin ¢ 4

your email

@ View e-Bulletin sample

RSS &
ICT is driving forward a new era of more efficient and safer road travel for European citizens. Just as ABS brake technology

dramatically cut accidents and fatalities in the 1980s, vehicle-to-vehicle and vehicle- to-infrastructure communication will | RSS FEED
make our roads safer still.

Press Desk A European research project works out how to keep car-to-car data
transmissions private and secure from malicious hackers.

Investors Room s
You pull out to overtake a slow lorry. Suddenly the lorry swerves into your path.

Help & Links You hit the brakes hard and avert a full-on collision by a whisker.

TGh Rt on i Thanking your luck, you drive on. But little do you know that the crash was not
prevented by your lightening reflexes. Instead it took clever collaboration
between the lorry, your car and the cars behind.

While you were stuck behind the lorry, a communications system mounted on your
H. h . car had connected with one on the lorry. When the lorry swerved, your car
|g ‘lmpact immediately knew that it was in your path and automatically applied the brakes.

ICT researCh;’ ‘ The extra fraction of a second's braking before you took over made all the difference. And a multi-car pile up was prevented
by similar messages as they were relayed from your car to the vehicles behind.

Learn more

The future in the fast lane

@) About RSS
But there is a big question to answer before the technology becomes widely adopted: is the communication link secure? B

Imagine the chaos that a hacker could cause by sending bogus messages to vehicles. They could tell one car of an accident N
ahead, make the driver brake hard and actually cause an accident behind. They could invent fake traffic jams, encourage Related Articles

drivers to take alternative routes, then enjoy speeding along clear roads. Insecure communication systems could also let

criminals track individual cars (e.g. celebrities, politicians) or harass drivers with unwanted alerts or spam messages. = Inter-vehicle
communications may
"Car-makers and equipment manufacturers have to be certain that communication channels between cars and roadside save...
infrastructure are secure from hackers and criminals and that their privacy is maintained,” explains Trialog's Antonio Kung, m SPECIAL: Home, James —
. coordinator of a European research project that has pi 1CT Results - On the road to secure car-to-car communications - Google Chrome public transpo...

P — | EP TS — | [SOTSCSTIRC—— | ||[O e — | [ O S — | TS —
* g S1586 Privacy ... E C\Users\anto... I8 5 Microcoft ..~ =| Q) ICT Results- O... || & DATTS Stockho... & ICTresults- T B ICT Results.pdf...
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EVITA: Expected Outcome PRECI_SA

E-safety Vehicle InTrusion-protected o

Applications eVUlTo
2008-2010

BMW Bosch, Continental, EURECOM, escrypt, TELECOM
ParisTech, IMC, Infineon AG, KU Leuven, Fujitsu, MIRA,
TRIALOG.

Expected outcome

Security models and formal validation of security
Microcontroller {(schematic)
Hardware support

. Flash CPU SRAM
= EVITA light (sensor) | | | FPGA Prototype
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Oversee: Expected Outcome PRECI_SA

Open VEhiculaR SEcurE platform (Under
negotiation)
2010-2012

escrypt, Fraunhofer, Trialog, TU Berlin, UP Valencia, U.
Siegen, VW

Expected outcome

Platform for multiple independent applications for V2X
applications
= Strong level of isolation

= Open source hypervisor based
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PRECIOSA: Expected Outcome  PRECI_SA
PRivacy Enabled Capability In co-Operative

systems and Safety Applications =
2008 — 2010 PRECI_SA

Trialog, PTV, Oracle, U.Ulm, Humbold U.

Expected outcome 1

Privacy verifiable architecture
Policy based management of data

%;
NS

Web server RSU In-vehicle
Storage Storage Storage
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PRECIOSA: Expected Outcome PRECI_ SA

Expected outcome 2

»« Guidelines for privacy aware applications
User policies
Matching service provider (AKA Data controller) policies
Using PRECIOSA policy management capabilities
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Thank you

WWwWw.preciosa-project.org
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