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Context

� ITS applications

� Telematics (e.g. GSM)

� Cooperative systems (i.e. V2V/V2I)

� Safety

� Traffic efficiency

� Services
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Map of Relevant Projects
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GST and CVIS

� GST-Sec
� 2004 – 2007

� Trialog, BMW, Daimler, Renault, TU Munich, KU Leuven

� Outcome

� Open system for telematics applications

� Business security at stake

� CVIS
� 2006 – 2010

� Ertico, Trialog, Technolution, Ygomi, ….

� Outcome

� Open system for cooperative systems

� Business security at stake
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Outcome: Business Security

� Open architecture

20.9.2006
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SeVeCom

� SeVeCom (Secure Vehicle Communication)
� 2006-2009

� Trialog, Daimler, CRF, Bosch, U.Ulm, EPFL

� Outcome: protect the pipe in V2V/V2I
� Authentication

� Elliptic Curve – EC-DSA

� Anonymity of communication

� Pseudonyms
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SeVeCom

� Demonstration at the European commission booth

� ICT results
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EVITA: Expected Outcome

� E-safety Vehicle InTrusion-protected

Applications
� 2008-2010

� BMW  Bosch, Continental, EURECOM, escrypt, TELECOM
ParisTech, IMC, Infineon AG, KU Leuven, Fujitsu, MIRA,
TRIALOG.

� Expected outcome
� Security models and formal validation of security

� Hardware support

� EVITA light (sensor)

� EVITA medium (ECU)

� EVITA full (V2X)
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Oversee: Expected Outcome

� Open VEhiculaR SEcurE platform (Under

negotiation)
� 2010-2012

� escrypt,  Fraunhofer, Trialog, TU Berlin, UP Valencia, U.
Siegen, VW

� Expected outcome
� Platform for multiple independent applications for V2X

applications

� Strong level of isolation

� Open source hypervisor based
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PRECIOSA: Expected Outcome

� PRivacy Enabled Capability In co-Operative

systems and Safety Applications
� 2008 – 2010

� Trialog, PTV, Oracle, U.Ulm, Humbold U.

� Expected outcome 1
� Privacy  verifiable architecture

� Policy based management of data
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PRECIOSA: Expected Outcome

� Expected outcome 2

� Guidelines for privacy aware applications

� User policies

� Matching service provider (AKA Data controller) policies

� Using PRECIOSA policy management capabilities
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Overall Picture
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Thank you

www.preciosa-project.org
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